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Announcement regarding the ransomware attack against Fuji Electric Indonesia, a

wholly owned subsidiary of Fuji Electric Company Limited.

We have recently been made aware that a ransomware attack has occurred, rendering
some of Fuji Electric Indonesia’s (“FEID”) PCs and servers in their local network
inoperable. As a result of this attack, we have come to the conclusion that there is a
possibility that FEID’s business partner’s information may be leaked.

We have already reported this case to the local authorities. With the advice of external
experts, we have begun investigating the extent of the damage and its cause, as well as

working to restore the system.

We sincerely apologize for the inconvenience and concern this may cause our business

partners and other related parties.

Background
- On Wednesday, November 27th, FEID discovered that some PCs and servers were

inaccessible and suspected that they had been infected with malware. In response,
we disconnected the LAN cables of the PCs and servers and stopped Internet
communications to prevent the damage from spreading. We also carried out work to
investigate the damage and its root cause, and are currently working to restore the
system.

- On Thursday, November 28th, we confirmed that the damage had been caused by

ransomware and requested the cooperation of external experts.

Potentially attacked information

Although we are currently investigating the extent of the breach, it is possible that
FEID’s business partner’s information (company name, name of person in charge, and

other information) as well as employee information may have been attacked.



Next measures

We are currently responding to the situation, and are working closely with the police,

Ministry of Communication and Digital, and external experts to resolve the situation.

We will report to each of the potentially affected business partners individually.

We have been working to strengthen security, including at our group companies both in
Japan and overseas, but in light of this incident, we will investigate the cause and bolster

our security to prevent a recurrence.
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